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ABSTRACT

With the popularity of wearable devices, along with the development of clouds and cloudlet
technology, there has been increasing need to provide better medical care. The processing chain of
medical data mainly includes data collection, data storage and data sharing, etc. Traditional
healthcare system often requires the delivery of medical data to the cloud, which involves users’
sensitive information and causes communication energy consumption. Practically, medical data
sharing is a critical and challenging issue. Thus in this paper, we build up a novel healthcare system
by utilizing the flexibility of cloudlet. The functions of cloudlet include privacy protection, data
sharing and intrusion detection. In the stage of data collection, we first utilize Number Theory
Research Unit (NTRU) method to encrypt user’s body data collected by wearable devices. a new
trust model to help users to select trustable partners who want to share stored Those data will be
transmitted to nearby cloudlet in an energy efficient fashion. Secondly, we present data in the
cloudlet. The trust model also helps similar patients to communicate with each other about their
diseases. Thirdly, we divide users’ medical data stored in remote cloud of hospital into three parts,
and give them proper protection. Finally, in order to protect the healthcare system from malicious
attacks, we develop a novel collaborative intrusion detection system (IDS) method based on cloudlet
mesh, which can effectively prevent the remote healthcare big data cloud from attacks. . Our
experiments demonstrate the effectiveness of the proposed scheme.

1 INTRODUCTION

Currently electronic medical records (EMRs are very prominentin healthcare networks. They enables
users to share their data in a flexible and convenient way. For example, to find one’s diagnostic
report, a patient or his/her doctor needs only to retrieve the information from a database rather than
having to search Through numerous physical documents. Health data is very sensitive, and it is a
major challenge to securely store and access EMRs in modern EMR systems. As most EMRs are
outsourced to the cloud, they are easily exposed to potential threats and vulnerable to breakage loss
and theft [1]To prevent EMRs from unauthorized access a standard solution is toper form an
encryption before uploading them to the cloud. Specifically an EMR owner encrypts an EMR using a
symmetric key, and only authorized medical staff are authorized to access and decrypt it. However,
data sharing becomes the complicated key management and repetitiveen cryption [2]:as patients us
all do not know who is allowed to access their EMRs, they encrypt many pieces with distinct session
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keys and distribute the keys to different medical staff members. The approach to accessing users’
data needs to be flexible enough to address changes in users’ roles [3].

Literature Survey

K.Hung, Y.Zhang ,and B.Tai,” We are able tele home health care emergency supplies,” This paper
describes a method that attempts to constantly monitor a patient from indoor or outdoor settings.
The device is focuse dona patient carried Bluetooth PAN ,whose central node ,a mobile phone,
compiles details about the position and health condition of the patient. Such information is secured
in order to be transmitted via Wifi or GPRS/UMTS to a server. The frame work offers facilities for
obtaining patient e cords, including from a J2MEprogrammefrom a mobile phone .1t also helps the
threshold values used to define emergency conditions to be remotely configured. M.S. Hossa in,"
The cyber physical localization frame work for patient monitoring supported by the cloud,” The
promise of cyber-physical systems (CCPSs) enabled by the cloud has attracted a great deal of
attention from academia and industry. CCPS s encourage the smooth in corporation with cyber space
with technologies in the real environment (e.g. sensors, cameras, microphones, speakers, and GPS
devices). This allows for a variety of new Technologies or frameworks that enable patient positions
to be monitored, such as patient or wellness tracking.

3 IMPLEMENTATION STUDY

EXISTING SYSTEM:

% Access control [11] is widely adopted in the EMR system to protect patients' health data.
Access control policies are specified by some pieces of legislation, i.e., health insurance
portability and accountability act (HIPAA) [12], electronic documents [13], and company
rules or regulations. The legislation regulates who can access and how they can operate the
stored EMRs. Two solutions are usually used to support flexible access control. One
solution is to use attribute based encryption [14], [15]. As attributes can be applied to
describe users' privileges, data owners determine the access policies. The other solution is

to use role-based access control schemes [8], where each user's identity denotes a role and

one is allowed to gain access permission if his role belongs to a defined policy.

Disadvantages:
e The system is not implemented to provide secure electronic medical record.

e The system is not implemented Privacy Preservation for Outsourced Medical Data.

Proposed System & alogirtham
In the proposed system, the system designs two anonymous schemes, denoted as ~RBA-

CAnony' and "RBACAnony-F", to preserve patients' privacy in an EMR system with role-based
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access control. We present competing models and a high level demonstration of rigorous
proof. In brief, our schemes have the advantage of data confidentiality, identity anonymity
and access control flexibility. Technical details are highlighted as follows. RBACAnony. This
scheme is built on a bilinear group with two subgroups [9], and a patient's identity

information is hidden in one of the subgroups.

4.1 Advantages:

e Data Confidentiality. Personal data needs to be encrypted before being uploaded
and securely stored on the cloud until an entitled recipient downloads and decrypts
it. Specifically, only the users whose roles satisfy the associated access policy have
the privilege to access the data, with all other unauthorized entities not able to
obtain any useful information from the encrypted data, even if they collude with
each other.

¢ Identity Anonymity. Identity-related information needs to be hidden, as individual
privacy is vulnerable to loss, theft, and illegal transactions. When a user's identity is
hidden in an EMR system, it decreases the possibility of an adversary guessing that
user's identity such that hardly any third party can obtain useful patient

information.

IMPLEMENTATION
MODULES

e Service Provider

In this module, the data owner performs operations such as Upload Patient Details, Update
Patient Details, View End User Transactions, View End User Search History
USER
In this module, he logs in by using his/her user name and password. After Login receiver will
perform operations like View My Profile, Request Permission, Request Response Details,
Searches files based on Patient, My Search History, My Transaction
Trusted Authority

In this module, the sector can do following operations such as Give Privileges to Users, View All
Blocked Attackers




2008 JNAO Vol. 15, Issue. 1, No.15: 2024

5 RESULTS AND DISCUSSION
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Introduction

E-medical records are sensitive and should be stored in a medical database in Home
encrypted form. However, simply encrypting these records will eliminate data utility

and interoperability of the existing medical database system because encrypted Clients
records are no lenger searchable. Moreover, multiple authorities could be involved

in controlling and sharing the private medical records of clients. However, Authority

authorizing different clients to search and access records eriginating from multiple
authorities in a secure and scalable manner is a nontrivial matter. To address the
above issues, we propose an authorized searchable encryption scheme under a
multi-authority setting. Specifically, our proposed scheme leverages the RSA
function to enable each authority to limit the search capability of different clients
based on clients’ privileges. To improve scalability. we utilize multi-authority
attribute-based encryption to allow the authorization process to be performed only
once even over policies from multiple authorities. We conduct rigerous security and
cost analysis, and perform experimental evaluations to demonstrate that the
proposed scheme introduces moderate overhead to existing searchable encryption
schemes.
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6. CONCLUSION AND FUTURE WORK

CONCLUSION

In this paper, we propose two anonymous RBAC schemes for the EMR system. Weachieve flexible
access control such that the EMR data can be encapsulated according to an on demand access
policy ,with only user swhose roles satisfy the access policy being able to decapsulate it. Patients’
privacy is preserved using a bilinear group, where all the identity related information is hidden
in a sub group .Based on the chosen bilinear group assumptions, we prove that our proposed
model shave the property of semantic security and an onymity. We apply the “online/ offline”

approach to achieve a better user experience
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